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FX b Pbot ByZyRE b B, HATH B 27 Console
#r 1 [main] bot deployed\n\n F 4, #X 5 i 40 & A b 0 523
B, EE R EE MRS 1 BootNode. & %A iE KEY 4
UK YR AS B, 5 J5 1 1t BootNode * & hn N\ F| P2P W 4
% £F 3147 ControlNode T & #3584, £ & # #54 %+ DDoS X & ,
Tt B telnet 334t 1% 4% 5 . £ o X5y DDoOS K i 77 % 48 T T 7 :

| | attacks_vector_game_killer . text 000081D0 00000044
| | attacks_vector_nfo_v6 . text 00008274 00000144
| £ | attacks_vector_plainudp . text 000083C4 00000048
| £| attacks_vector_plaintcp . text 0000846C 000001D0
| £| attacks_vector_17_ghp . text 0000863C 00000278
| f| attacks_vector_ovh_17 . text 000088DC 000000FC

(1) attacks_vector_game_Killer: UDP DDos & i, %%t
K3 768 LT #

(2) attacks vector nfo v6: { fl 45 & Payload * nfo 4
% % #% TCP DDoS X i;



( 3) attacks_vector_plainudp: UDP DDos X i, # 4K i
511 /M4l # UDP ‘& 500 X ;

(4 ) attacks_vector_plaintcp: TCP DDoS & 7, # 4K ik
511 MHE#L S # TCP 4, 2500 X;

(5) attacks_vector |7 _ghp: HTTP DDoS X+, # 4Lk %
HTTP £t #& 500 X .

(6) attacks_vector ovh 17: {# JH4F < Payload xf OVH
MR 428 % # HTTP DDoS X it .
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(2) thBy% Peer || F4 7, BootNode tR# T K&
P2P Peers 51 3, Bot [ HiE MG, ¥ LUK —#Ho T A5 &0
2 %5 Bot;

(3) A#MELR, L& shell HAH THRS.
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MVPower DVR Shell & 4 & 14 16 3F 896 A 4T MVPower DVR

ZTE B 2 F460, F660 5|16 4 P47 ZTE Router
Netcore ¥ 2 UDP 35 2 53413 5[] Netis Router

(=) RENAE

3 AT & I, B P % B ¥ 7B Bot HE— T &
k.
[TELNET .WGET.ARM] :
[TELNET.TFTP.ARM]:
[EXPLOIT.GOAHEAD]:
[EXPLOIT.UCHTTPD]:

[TELNET.TFTP.SH4]:
[10000]: 30

[TELNET.WGET.MIPS]: 1
[KORPZETEL.WGET.ARM7]: 1
[TELNET.ECHO.ARM]: 3
[LILB.ODAYS]: 1
[TELNET.TFTP.MIPS]: 1
[unknown]: 18

Bots: 1174

=. H=xI10C

FEAR MD5:
0e86126659eh6a32a09e82e42ee5d720
3155dd24f5377de6f43ff06981a6bbf2



https://www.exploit-db.com/exploits/41471
https://securityaffairs.co/wordpress/77951/malware/iot-botnet-backdoored.html
https://www.rapid7.com/db/modules/exploit/linux/misc/netcore_udp_53413_backdoor

3255a45b2ebe187¢429fd088508db6b0
3484b80b33ee8d53336090d91ad31a6h
769bc673d858b063265d331ed226464f
8de9ded4el4117e3ce4dfab0dacd673ef
9cb73e83b48062432871539h3f625a21
d209fe7d62f517de8b1cfla5697e67c2
e84a59bb18afff664e887744d8afebd0

T 30 4k :
http://205.185.126.254/bins/controller.x86
http://205.185.126.254/bins/exxsdee.arm7
http://205.185.126.254/bins/exxsdee.i586
http://205.185.126.254/ssh.sh
http://205.185.126.254:80/bins/crsfi.arm
http://205.185.126.254:80/bins/exxsdee.arm
http://205.185.126.254/korpze_jaws.sh
http://205.185.126.254/korpze.sh
http://205.185.126.254/sv.sh
http://205.185.126.254/korpze_jaws.sh
http://205.185.126.254///exxsdee.mpsl
http://monke.tw/armz.sh
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